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The aim of this project is to monitor toxic chemical substances transportation with
real-time tracking systems on the motor vehicle, in order to conduct management and
improve the efficiency of the adopting response when an accident occurs. In addition, as
the “Toxic and Concerned Chemical Substances Control Act” and its sub-law
promulgated, the project also developed the system. As a result, the project focus on
11 aspect: (1) Evaluating and updating the system according to the revisions of Toxic
Chemical Substances Transportation Management Regulations. (2) Enhancing the
emergency notification systems to meet the needs of Emergency Response Team. (3)
Improving the information transparency of the toxic chemical substances transportation
among the Environmental Protection Bureaus. (4) Promoting the self-management work
among transportation companies. (5) System operation and Information security work.
(6)Developing the emergency response, detection and alarm equipment connect system
and improving the prevention facilities, emergency response, detection and alarm
equipment system. (7) According to the matters of toxic and concerned chemical
substances about establish mutual aid group, developing the system. (8) Optimizing the
transport manifest system. (9) Developing the toxic substances accident report system.
(10) Developing liability insurance’s reporting and confirmation mechanism. (11)

Developing professional emergency response organization’s registration system.

In the aspect of improving the management of toxic chemical substances
transportation and Information integrity, the project developing the management system
for the small amount of toxic chemical substances transportation. Concerning the
information needs of Emergency Response Team, the project developed the emergency
notification systems on the GIS platform. The project also found out some reason of the
inspection misjudgment event to promote the quality of the inspection system. Final, in
the work of promoting the toxic chemical substances regulations and system operation,
this year the project had hold 14 conference, including the regulations chapter of Accident
Prevention and Emergency Response and related system operation instructions.
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The aim of this project is to monitor toxic chemical substances transportation with real-
time tracking systems on the motor vehicle, in order to conduct management and improve the
efficiency of the adopting response when an accident occurs. In addition, as the “Toxic and
Concerned Chemical Substances Control Act” and its sub-law promulgated, the project
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also developed the system. As a result, the project focus on 11 aspect: (1) Evaluating and
updating the system according to the revisions of Toxic Chemical Substances Transportation
Management Regulations. (2) Enhancing the emergency notification systems to meet the needs
of Emergency Response Team. (3) Improving the information transparency of the toxic
chemical substances transportation among the Environmental Protection Bureaus. (4)
Promoting the self-management work among transportation companies. (5) System operation
and Information security work. (6)Developing the emergency response, detection and alarm
equipment connect system and improving the prevention facilities, emergency response,
detection and alarm equipment system. (7) According to the matters of toxic and concerned
chemical substances about establish mutual aid group, developing the system. (8) Optimizing
the transport manifest system. (9) Developing the toxic substances accident report system. (10)
Developing liability insurance’s reporting and confirmation mechanism. (11) Developing
professional emergency response organization’s registration system.

In the aspect of improving the management of toxic chemical substances transportation
and Information integrity, the project developing the management system for the small amount
of toxic chemical substances transportation. Concerning the information needs of Emergency
Response Team, the project developed the emergency notification systems on the GIS platform.
The project also found out some reason of the inspection misjudgment event to promote the
quality of the inspection system. Final, in the work of promoting the toxic chemical substances
regulations and system operation, this year the project had hold 14 conference, including the
regulations chapter of Accident Prevention and Emergency Response and related system
operation instructions.
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Automated ( X ,and )
Automated
Manual , combined with the and files
A2 Broken

Authentication

Manual
Manual
Manual
Manual
Automatic
A3 Sensitive Data
Exposure
Automated ( X ,and )|
Automated ( , ,and )
A4 XML External
Entities (XXE)
Automatic ( , ,and ) o
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A5 Broken Access
Control

A6 Security
Misconfiguration

A7 Cross-Site Scripting
(XSS)

A8 Insecure
Deserialization

A9 Using Components
with Known
Vulnerabilities

A10 Insufficient
Logging & Monitoring

Automated ( , , and )
Automated ( , .and )
Automated

Manual

Manual

Manual

Manual
Manual
Manual
Manual

Manual

Automated (
Manual , combined with the files

Manual

There are two outstanding issues that are relevant to this Top 10 entry:

Automated
&
Automated ( ) and Retire
Manual
The Spider(s), Active Scanner, Fuzzer, and Access Control addon can all be used
Automated

to generate traffic and “attacks” which are potential sources/causes for logging

/ Manual )
and alerting.

B 3.5.4-1 ZAP FRH5e0EE]

AatELL OWASP FrBiatny ZAP HEfTIRlIEHELL » DAFF ST &R
E AV EHERL o ZAP S EHFTEHIAR AT T EFTR -
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X Untitled Session - OWASP ZAP

File Edit View Analyse Report Tools Online Help

=lolx|

Standardmote v [ H M 2 & @ OEE8 O8 @@ &

sehloEdE o@ I

@ Sites | Seripts

[ 2 Guu:kstanxT = Request T Responses= T 3 Break T | Script Console }

M)

uSites

Welcome to the OWASP Zed Attack Proxy (ZAP) &

24P is an easy to use integrated penetration testing tool for finding vulnerabiliies in web applications.
Please be awars thatyou should only attack applications that you have been specifically been given permission to test

‘To quickly test an application, enter its URL below and press ‘Attack

URL to attack: hitp:/1192.168.1.33:8080/

@ Select.
47 Aftack M stop
Progress Attack complete - see the Alerts tab for details of any issues found

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP

Ifyou are using Firefox 24.0 or later you can use Plug-n-Hack to configure your browser.

» Pl

Configure your browser

Or pointyour browser at: |nitp:/localost 80807pnh/ [f
[ wspiger | ForceaBrowse | @pFuzer | [JPaams | <G HupSessions | < Cliens | g¥Weosockels | MkAMXSpider | | ouput | () ZestResuts |
| £ History @, search 3 Break Poinis R Alerts 2 Active Scan |
@8 Cross-domain JavaScript source file inclusion R

. domain JavaScript source file inclusion (4)
- ﬁ'!‘# Web Browser XSS Protection Not Enabled (32)
» (i 2 X-Content-Type-Options header missing (79)
> (& ® x-Frame-Options header not set (32)

URL: hitp:/192.168.1.32:8080/
Risk: Low
Reliability. Warming
Parameter. hitp:/imaps. google com/maps/apifs?sens or=false
Attack:
Evidence: hiip:/imaps. google com/maps/apifjs?sensor=faise
CWE Ia: 0
WASC Id: 0
Description

The page atthe fallowing URL includes one or more script files from a third-party domain

b
v

Alerts 0 R0 3 Ri1

CurrentScans ) 0 %0 ,°0 G0 40 %0

13.5.4-2 IRGEEMELTIRF R TR-ZAP

ZAP SR EE 4 SRAVIRTESS

= Sk(High)

N N N N
N N N

L) N

AEtEAIERE ZAP 1y

R

HE.(Informational) : $2t

=48 (High)=& > & OWASP

’%E?@

= R & 2

=) g (Medium) @ PERRERYE LGRS o RIGEIEFT KR
=) (EFEH(Low) : BIZEATE L HRE

‘/—»A.

\En

EAVRENSM=RS) = NPEE Rt e
LT R ARG THYEREE > Rl 4 R
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,_é ZAP Scanning Report - Windows Internet Explorer =0 5[
) |2 Colsersd ministratoriDeskiopSkynet himl L=#r| @ 24P Soanning Report = ok
~

ZAP Scanning Report

Summary of Alerts

Risk Level Number of Alerts

High
Medium

Low
Informational

Alert Detail

Low (Warning)
Description

URL
Parameter

Solution

Reference

Low {Warning)

Description

URL
Other information

Solution

Reference

CWE Id
WASC Id

Low (Warning)

0
0
109
30

Cross-domain JavaScript source file inclusion

The page at the fellowing URL includes one or more script files from a third-party domain
hittp:/f192.168.1.33:8080/

http://maps.google com/maps/apifjs?sensor=false

Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the
application

Web Browser X85 Protection Not Enabled

Web Browser XSS Protection is not enabled, or is disabled by the configuration of the "X-XSS5-Protection’ HTTP response header on
the web server

http:/f192.168.1.33:8080/

The X-XSS-Protection HTTP response header allows the web server to enable or disable the web browser's XSS protection
mechanism. The following values would attempt to enable it: X-XSS-Protection: 1; mede=block X-XS5-Protection: 1;
report=http:/fwww.example.com/xss The following values would disable it: X-XSS-Protection: 0 The X-XSS-Protection HTTP
response header is currently supported on Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS payloead (with a text-based content type, with a non-zero length).

Ensure that the web browser's XSS filter is enabled, by setting the X-X5S-Protection HTTP response header to '1".
https:/www_owasp.org/index php/XS5_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://blog.veracode.com/2014/03/guidelines-for-setting-security-headers/

933
14

X-Content-Type-Options header missing

Description The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff.
This allows older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body, potentially causing the
response body to be interpreted and displayed as a content type other than the declared content type. o
Currant faarke 20114Y and lanary varsinne of Firafay will nss the darlarad rontent tuna (if ane is catl rathar than nerfarminn MIME-

< >
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/ J \\\ \m}
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