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The aim of this project is to monitor toxic chemical substances from
source to destination with real-time tracking systems Global Positioning
System (GPS) on those transport vehicles. The project scope was divided into
5 categories: system update, examinations, operation and daily management,
abnormal activities monitoring and validation processes. At present, there are
approximately 1,900 vehicles with 300 transportation companies were under
the supervision of GPS system. This project continued monitoring processes
and submitted cases of suspicious vehicles on a daily basis during this year. In
order to show the information that EPA can be hold, our team increase the
classification icon of toxic chemical substances and the connection of vehicle
information when transport. On the other hand, our team also finished the
administrative tasks, 2 operating Instruction meeting, 2 training session, 2
on-site inspections and 3 no-alarm interceptions. According to the feedback
from the operating instruction meeting and on-site inspection, it provided the
improvement methods for the toxic disaster prevention system and promoted
the efficiency of rescue and emergency operation system of toxic disaster.
Therefore, we can make great efforts on the capability of emergency operation
on toxic disaster, and intensified the public security efficiently.
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The aim of this project is to monitor toxic chemical substances from
source to destination with real-time tracking systems Global Positioning
System (GPS) on those transport vehicles. The project scope was divided
into 5 categories: system update, examinations, operation and daily
management, abnormal activities monitoring and validation processes. At
present, there are approximately 1,900 vehicles with 300 transportation
companies were under the supervision of GPS system. This project
continued monitoring processes and submitted cases of suspicious
vehicles on a daily basis during this year. In order to show the
information that EPA can be hold, our team increase the classification
icon of toxic chemical substances and the connection of vehicle
information when transport. On the other hand, our team also finished the
administrative tasks, 2 operating Instruction meeting, 2 training session, 2
on-site inspections and 3 no-alarm interceptions. According to the
feedback from the operating instruction meeting and on-site inspection, it
provided the improvement methods for the toxic disaster prevention
system and promoted the efficiency of rescue and emergency operation
system of toxic disaster. Therefore, we can make great efforts on the
capability of emergency operation on toxic disaster, and intensified the
public security efficiently.
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AF Scanning Report - Windows Internet Explorex

-10] x|
e [ 2] CAlserAd ministrator Dacktop Skymet html P “4| @ zar seanning Report x | {3 57 fey
ZAP Scanning Report ~
Summary of Alerts
0
Medium 0
Low 109
Informational 30
Alert Detail
Low (Warning) Cross-domain JavaScript source file inclusion
Description The page at the fellowing URL includes one or more script files from a third-party domain
URL hitp://192.168.1.33:8080/
Parameter http://maps.google.com/maps/api/js?sensor=false
Solution Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the
application
Reference
Low (Warning) Web Browser XS$ Protection Not Enabled
Description Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-Protection' HTTP response header on
the web server
URL hitp://192.168.1.33:8080/
Other information The X-XSS-Protection HTTP response header allows the web server to enable or disable the web browser's XSS protection
mechanism. The following values would attempt to enable it: X-XSS-Protection: 1; mode=block X-X33-Protection: 1;
report=http:faww. le_comfxss The foll values would disable it: X-XSS-Protection: 0 The X-XSS-Protection HTTP
response header is currently supported on Internet Explorer, Chrome and Safari (WebKit). Note that this alert is only raised if the
response body could potentially contain an XSS paylead (with a text-based content type, with a non-zero length).
Solution Ensure that the web browser's XS8 filter is enabled, by setting the X-XSS-Protection HTTP response header to "1".
Reference https:/fwww.owasp.org/index php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Shest
https://blog veracode com/2014/03/guidelines-for-setting-security-headers/
CWE Id 933
WASC Id 14
Low (Warning) X-Content-Type-Options header missing
Description The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff.
This allows older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body, potentially causing the
response body to be interpreted and displayed as a content type other than the declared content type. v
Currant faarly 2014 and lanary varsinne of Firafay will nea the darlarad cantant tuna (if ane is cath rathar than narfarminn MIMF-
<

B 3.7-17 53 8F w1 ERPIES
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Microsoft Baseline Security Analyzer (MBSA) »
BRI TR A MRB 2 AR (e ZHRELCIS 2)H % >
Mok e EF @ & Microsoft th&k AT% > aEk o T € 15
BERELWOERBO N RIAFELSY 1L R
LI e
& & Windows ¢ iRk
BB AR A
¥ A 1S F iRk
¥ % SQL ¢ 1LiF ik
wh% 2> AT
X fFte f 0 R REFRL 40T Bl AT o

Microsoft

¥ Baseline Security Analyzer

e e

Report Details for EPAIS - AO-MOBILE4 (2014-08-07 11:44:49)

! Security assessment:
Incomplete Scan (Could not complete one or more requested checks.)

Computer name: EPAIS\AD-MOBILE4

IP address: 10.0.1.43

Security report name: \\apache\Share'\_103EPAGSEIRHE\103 SH S s BEUE \EPAIS - A0-MOBILE4 (2014-8-7 |4F 11-44).mbsa
WSUS server: http://a0-wsus.epa.gov.tw

Scan date: 2014/8/7 £ 11:44 == This report is 6 days old. ***

Scanned with MBSA version:  2.2.2170.0
Catalog synchronization date: 2013-07-23T03:47:04Z
Security update catalog: Microsoft Update (offline), Windows Server Update Services

SortOrder: | Score (worst first)

Security Update Scan Results

Score Issue Result
9 SQL Server MNo security updates are missing.
Security What was scanned  Result details
Updates
* Developer 3 security updates are missing and not approved.
Tools, What was scanned ~ Result details  How to correct this

Runtimes, and
Redistributables

Security
Updates

* Office 1 security updates are missing and not approved.
Security What was scanned ~ Result details  How to correct this
Updates

+* Windows 1 security updates are missing and not approved.
Security What was scanned ~ Result details ~ How to correct this
Updates

Windows Scan Results

Administrative Vulnerabilities

Score Issue Result

L Local Some user accounts (6 of 6) have blank or simple passwords, or could not be analyzed.

¥ 3.7-18 MBSA ## 45 3
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